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Cuba $IRHMHRIET 2019 F 12 BEXRE AT, BESERER=FEZNEE. B2, ZHRENEIL RN
LREANTR, BHT 2022 FEEEMRRER, NARERBSRREREL—, 2022 F, ZERRHES
AYARMIEER N ELANZEZR Tropical Scorpius, ZARTEBI I TRGER T AN K Cuba 1R,

Cuba I XA BERIEARE 72K 100 ZPERNALR, 0k 80% WEZEEUTILE, BEHLRE TRUNF
HititXWER, HRHTWIERZ, PREF. fhE. WRfich. B, S/, BT RE. EEEA. 828R,
BE. AHB . SHEAFIE,

BZAR T 2019 FERNFH/KE R, Cuba $1RMRUFKEE MR ESHIRET 67 MR, XAEFBHE
—EEZFTEENAE]. METHRREEILLR, ZEREAKSEIEEMRIN, BZE 2022 F8 A, FBI#E Cuba
ARAWEEIR100 ZEZEERE, RELTHBY 145 2ExEE, FEEMIIME T8 6000 HETHESE,
IWEHIEE IV, Cuba ARWHFNEMETEERANEER, TWNEREER. BUTEE. ETRE. XBHE. R

AR AKX BREMIS TR TAF N E] ,

02 writts

21 WEHARN

Cuba B R R H—A%IEIT Hancitor I BN ETE, Hancitor BEREE2—FMNEER, WERREIHGARS
(RAT) MIE KA EN R EFIEFRMEIZEENME LMEE,

Cuba B &P BB RGN EEBI A N RE !

AR A MABWRERRELLRE, 20 Microsoft Exchange Server 1 ProxyShell 1 Proxylogon i ;
B 2022 FEZFLE, Cuba B TEZHNEIFE, SFEFA Windows BAEBEEXHZRSE (CLFS) Rri2FHHY
CVE-2022-24521RESG AL EHIRAIIR, FIF CVE-2020-1472 (WA FER") IREKBUHERNRE,

MENEE - BIMBNEEMt. HEMGEFEBTEHE;

MRS AT WEE BT REE BN EREAES TR EHIEHTER SR

B LAEKRSS: Cuba EREER Windows ARSS (140 PowerShell, PsExec %) mi2ElE RN MAE,; SfE

AENITRERENY (RDP) TREFRENZEEMEZAIFIRIAR,
SRR, Cuba & X iEd Hancitor (X 4% Chancitor) FmE M4, A BN BE M4, K& X HE. Microsoft
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Exchange imBslia 2 REMIN TREEERGIER. LREDBADSNHNRREIZEENRR, EEITMNZILR
IR/, Cuba fEREERY Windows IRSZIZFEEE AW MNE, HFAM Windows EIE AN FRTAZHATENREAA EAD

5&*5 o

2.2 Wik

Cuba B1RAL—EAENMNT LB CRBERME, TETTP, SERNTEE, FAI Tropical Scorpius 2
AWHFIFENFIE— T Cuba $RALAENKE R,

1 WPMEEMILER

Tropical Scorpius H23F|F3 Microsoft Exchange EMti&iEHREIE N SAIBREENFHITMRESD, PURKIS
SWHENARSR., e, Tropical Scorpius REFE Webshell, AESEEMEFIEIIIIER,

2. BEUEIEARANR

Tropical Scorpius X ERIHERA MK A EREREFA MR, KWEEXEHNBE T Mimikatz 1 WICKER &

FNTE., WEEBESRMNFEIE Windows IKPFHERSIHIARIAER, BERINEIEE AN RDP A,

3. RNEMERIRBIBE R

MRIIANERE, WEENENZIRFENNNE TN, HIRFIZDROXHE, NEEEEEMNESRRERER,
WEEEIREETEFA T MR T E WEDGECUT, EX#H & B E N checkexe, BiBT @& A comps2.pst B
PowerShell Bl <4 s B9 E TR & 1% PING 1B REAMRATERNEMN, ZHIAFER Get-ADComputer cmdlet M%&)

o BEE AR E 73 TUM 58 XM R G LIRS RESKERAY XA

4. tEEBEEG]

WHEFERT ZMEQBE S A, B1ERDP. SMB fl PsExec &, #EEBHE, HEESBESME]
B35/ FF AJ AR NetSupport RAT, LA Cobalt Strike BEACON #]1 BUGHATCH, XY E[ @ EEANEZINE 2
TERMITE #1788%E, F+E{ER PowerShell EaIHAT,

5. <5

£ Cuba 5RRSBEREIEF, HRARKNT —TEEXERRIFEOADS, EREESMEHaGSTIREIMmIN, &

BHIS PN ERF R U KRINEE, BHEBRN ROMCOM RAT, ROMCOM 2 ERFANBFER, FEid@Ey
WInHTTP AP EERXZIRERISHY C2 ARSS 28, WIRALTH, WABN HEARATFAILMIRIMAL, WNREREKK, ROMCOM
=E1ER ICMP IEKEEE C2 RSB HE 2B(E.

Bl ROMCOM 2.0 R AMUF EERMAA LT, BRI 2022F 6 B, HARAGLIT £ER VirusTotal FIZEU
B, ZARAEYT BT IR m<islR, EEIE 10 MNan<ShEM BT 101, 8EAmT TaEIATX
AZHTREINZ P REBEHENBEN NS, NURIRIAEELREFNIIRNAZEE C2 HINEE,

6. MEBEIETRIES

AT R ERES, Tropical Scorpius IWEZEEXBF XM, ABEIRBIFMMBEKMAZE, T HEMNE,
WHEFEA T — RN shar WA, AFET Cuba IRMHEHITNE., ERIL—RXHWANESF, Tropical
Scorpius &5 av.bat AIRELMERIZAREE T BURNTCIGAR BE . BURNTCIGAR £ 2021 FRER A A
BiEF, ERMARLSHERRERGERNHE, UMArSRRGMNEMTEBBRNT
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2.3 m&EidiE

£ Cuba RHTFF R MEFMIIANTASE, (B Cuba BIRMUNZOBMEAE B 2019 FURERRIGAE
Cuba {£F3 ChaCha20 BB E A H T MINEH RSA INEHKIRIT ChaCha20 #tH, Cuba BZ4iERY, BURIRIA
[BIEF HATIRIRAIINE, DB X HHRIA,

Cuba={£M GetKeyboardLayout APl #2RZ EE AR KENKEIRIRE . SEEEIT BV ISHNES IR P,

MR ER B RNBLITRILB SMABINE R,

Cuba ZARIES A RN A HITARE A AINNE . WWRAARE/NT 0x200000 775, MXSEEN AT,
IRARTNZLA 0x100000 FHHYRI A FHITINE, MR BNREIRERZAXNMBERAR ., 87 INE X HEE
wA— I 1024 FiRk, HARES FIDEL.CA, ARER B 15T ChaCha B89 RSA-4096 MNZARFNFEHLER
FRININE X 4 fE, ¥ R+ .cuba HIINZISTHRF,

55, Cuba TEHIENRRIBIN T MM EF, —EEMN 7T REGITNRLENBERH#ENRSIIR, FHEmNT 8
FAT RROBENERINE: —2HERXBERNERRHT Tor iR, I TOX RIHEBE, ATHEZERERE

BINEE, TOX ARRURHBLRPEFMEFEUAERIT. MBLHIEUGE, Cuba ZE TEEICER, FHCRERU TR

Sample Cuba Ransom Note, as of Mid-October 2021

Good day. All your files are encrypted. For decryption contact us.
Write here iracomp3@protonmail.com
We also inform that your databases, ftp server and file server were downloaded by us to our servers.

* Do not rename encrypted files
* Do not try to decrypto your data using third party software,
it may cause permanent data loss.

1 B Hf Cuba Ransomware note

FEREERHRIMNT TOX A:

Greetings! Unfortunately we have to report that your company were
compromised. All your files were

encrypted and you can't restore them without our private key. Trying
to restore it without our help may

cause complete loss of your data. Also we researched whole your
corporate network and downloaded all

your sensitive data to our servers. If we will not get any contact
from you in the next 3 days we will public

it in our news site.

You can find it there (

hitps[:]// cubadik ezlyawtdexymvySnvngcglswg3si761cnqd.onionl ) I

Tor Browser is needed ( https[-]/Avww.torproject.org/download/ )

Also we respect your work and time and we are open for communication.
In that case we are ready to discuss

recovering your files and work. We can grant absolute privacy and
compliance with agreements by our side.

Also we can provide all necessary evidence to confirm performance of

our products and statements.

Feel free to contact us with quTox ( htips[:)//itox.chat/download.html )




P miszicsisE RS Cuba

Our ToxID: 37790E2D198DF~ “F7C3E295188842480192689864DCCA3C8BDE08A1895676827 1

Alternative method is emaiIIinbox@mail.supports24[.]net

Mark your messages with your personal ID:

2 Cuba ransomware note

03 cuva BEMHAR

3.1 EE4AH Tropical Scorpius

2022 %, %55 Cuba MIRMHMNZEREIE, MRARIBHEEFNAELRIL A Tropical Scorpius (X &
UAC-0132, UNC2596) , Tropical Scorpius —E %] 18 E #9 Cuba 1 RIREHB W& 1T H &), Tropical
Scorpius EfEF8 Cuba $1RHFR T T ABMEMNAR, BIFFERS. tABME. $IiE. SRMR. ftANIE.
SRRS. ETRE. SR, 2BB. s8R, BRIBEETIL.

3.2 Cuba HYXEXHL

B 2022 FEZUR, 2122 FNARIRSEME Cuba MIRMMHARS T EIEHRREREE 2 BFE
BREBR, BARIET:

1) LWERFRENRRIHEANEERES Cuba MEREIFEEMN, MHERELESTEERNKAEE;

2) RIFBE=FIRE, M Cuba BWZURHARLNET —FIEETRELS), BREZFAME T TIWEIEHR
2, HEHEES Cuba $1RHEEIRE BN 2L

3) Unit 42 MEE— Cuba B RRHENB RSB T A T INBESZREREAR S LRISUEHIE cuba ¥ B EHIMEISCHR,
{BREEVRE FEREIRENE Tl BRI RIREMUL EAMHE ., AR ENT4 Tropical Scorpius BiHE=F
AIEFENMASMINE TR sk IR EX LR, BERSN, MENXANHLEREY), EEENAR
WA PIREREI—INA

T E R RRGEN:

/Welc J}r

Home FPublished
There you can buy or download for free private and compromising data of
your compelilors. We public schemes, drawings, Lechnologies, polilbical
and military secrets, accounting reports and clients databases. All this
things were gathered from the largest worldwide companies, conglomerates
and concerns wikh every aclivily. We gather data using vunlerabilily in

their IT infrastructure.

Industrial spy Leam processes huge massives every day Lo devide you
results. ¥You can fid it in their portal:

INDUSTRIAL SFY Markst

3 Industrial spy E M
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T E Tl B SREN 2R R U 1 58 A = S 2, £ PREMIUM B3ED 7 KA ESZHER Z—FHEE: WRAK
Y 7 X, WBEI GENERAL, AI#{TZREZBEMBEIT; H=%N FREE Mk, PIMKERE TH, HEERK

YRR KRR

Account~ FAQ  Log Out

Home Tickets Premium General Free Orders

WE HAVE 3 SECTIONS IN OUR MARKET.
EVERY SECTION HAS ITS OWN RULES.

PREMIUM GENERAL FREE
1. Datapack will be there for 7 days 1. DP will NEVER be deleted from our
2. DP will be selled only in one hands servers 1. DP can be downloaded for free
3. DP will be completely deleted from our 2. DP price becomes very low 2. DP will NEVER be deleted from our

servers after downloading confirmation 3. DP could be selled to multiple clients servers
4. DP will be moved to "General" section 4. DP will be moved to "Free" section in 3. DP could be downloaded by multiple

if it won't be bought for 7 days future clients

PAYMENTS

You should proceed to "Wallet" page to recharge your balance. Using your “personal wallet” make your payment via Bitcoin. Funds will apear to your account
automatically after 2 confirmations in the Blockchain network.

4 Tlje)iees SEERImE B

TER Cuba HRUHCEEEREMIEIEREML, BREENLSERMT 67 RASTNEE, HH 66 =

FIRCER free NS, RE—REFENRTS.

Cuba RANSOMWARE | (Eleelsas3ell]

This site contains information about
companies that did not want to cooperate
with us.

Part of the information is for sale, part s freely available.

have fun.

Cuba 7R EH A S FIR:

N=TWORK 'T Generator LANDAU
FOR SOCIAL SERVICES s(k\xcts
Walters€AVolf blw
MURPHY i (yvenTunes CA | AZ | NV | TX| WA Unternehmen far Bildung.

GLOBAL
CHHAVILLE L “mwg;ﬁ%?* ! Parliament of Montenegro

réi | Etron |E=SUESEF UPS il g i

Etron Tect 1 , Inc. Universal Payment Services
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@sTroNGWELL @CI_E nc @ L.A. HEBERT
[ TN TION AL

Keeping You KA o »
= [Sriare (¥ swoure @ bakertilly
/‘\
\ 1956-2022 " hulthels
: . itri 485 S
m ‘ driven to outperform g:gg;:grs.k !%T(?E'?EEW,S
- AUTaqaTIC B
FUNDS
Bl B! Requivar AFTs i OTRCATAL

DATAMATICS'

Data to Intelligence

@ 6 innoyairre*"

NORTHWEST DOOR.

. o A > - —
" First Coast Learning B=RDING | W=IL
: IntermodaLogistics 7;;‘ USAirpoRTs I. @ Resources ATTORNEYS AT LAW

oo Tecmn é BLACKHAWK

I NDUSTRI AL

REFRONT
DERMATOLOGY.

* L/{L/\__]EZ’I}EE/ Z = free /lj(/u

PR T RFBIMEREIE, Cuba ENHBIRAH T —RFJMNBRLQSTHARNEIE (FJEHTRXZ/RE, Cuba HiR
EERERAERZNRAE) , (SERASN NEAMR:

Paid content

The Squamish Nation is comprised of descendants of the Coast Salish Aboriginal peoples who ived in the present day
Greater Vancouver area; Gibson's landing and Squamish River watershed.
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Cuba 1R BAGFAENBRK, BEXEENE 2022 EREERK, EXRMNEHRER, BEER Iz,
EEIEE NI, BRICEME T HEERFENES ., BAMRARIIA Tropical Scorpius AEEFRIAL, B Cuba
WEREARA—ERRN—MARMER, BREIEBEMNARNENAHEFR Cuba, MKEHEINE, Cuba WHEH
REBEUR R, MINRENTWAREZ, BREBITRIFEFNMAR, XBZBRcFRR, BmZHEN, HY
TRINEHNME. B2 Cuba FAKEMEEBEANTELEENER, EXEEMAERHNERNLE], DIREEFH
mAHEEEEN,

05 m=

5.1 BpiF &

BRE

Bh LSRRG R ENRENBITENERE 2R, B, BICRAEMNTEHEER:

1. MIFRTFRIES SR REE, BUTBNETER, RAIRNBARSIMNBE=FRARENEEXR, LH
REEBFERFHZEHNXE, BEDRVEME=SREHNNIXEK;

2. PEAEIRIIEHISRRE . QIERH AR, (NAVFSER IP HhhbhRe); REIER RDP MAFPASEF; 1%
BiHOERE, BEKFPUEHESHERFENBISES; NEEALINESRIIEBENIKF HEE T BT
i8]

3. MIFSHIIEER, REEREE, HRETHEREZOLSIR: Z2ENE, UNERERNKSHOL;
BRZEERESHIRWIE (MFA) ;

4. RNEFASHT, THRE. BHRGRE, LEEXNSEN 0day KiE:

5. BMEBHENASA. EVEMIRENMUE (BBRNDE. FHEE. &) #IPNRESRIAETER
BHZ DRI

God]

KNA B RRAR U BIPNBHMER, ZMBEINZRPEC BB RARNE, BERAIEEL, BENAEN
RO ER, BERBRR A RPFIBRFIF= AR,

1. HEEER, ERAMELTDIRENAGRMBXIETRR: ERDEDITRELERESHNT ;

10
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2. XY REWN, EEXHADRIETE, BPHERVENT RRXHEGRIRFIINERZE;

3. REERXMH, AHEXHRNERBRIFEHHUERBI SIS

4, BEZRZDIPIE. WWNARRFERRET

5. WA EEMKIRO . INFIARS 5 IRFIRAA RN E NG WEHHEHITEZ,

Mia 2

A RSB E T T HRIE:

&, BRABEBON ST ERMER, MBERDENERNTNLENMEZERE, BRMERNE M2

§|

NNLT
BOH—H R ;
DELE, SEBEXERARBRMERN, NIBEIEIEEHRIREHIZ RS, MATIER;
3. RitikE., RNREMBEERR, BANEMAIEZZIERREDMAIASL, EMRERTIML, KASERMLE
BEN RS
4, HFIENE, HIESHRREEARR: NEERE. RRNNEANZHITEERBEENZEINE;
5. TWIRE, BRAZWASHMARARTEREMNARFIME TIE,

[

N
Ve

&

5.2 10CS

SHA256

00ddbe28a31cc91bd7b1989a9bebd43c4b5565aa0a9ed4e0ca2a5¢cth290475ed

01242b35b6def71e42cc985e97d618e2fabd616b16d23f7081d575364d09ca74

02a733920c7e69469164316e3e96850d55fca9f5f9d19a241fad906466ec8ae8

02B17677BEC8A4FBB77FDDB347BFDCC651FF2B25187131CCE45C326E3CF42FES

05f90cad3627f5253e1a03156793bc6cada7f4ce0d510f55139f0285fcff589d

08eb4366fc0722696edb03981f00778701266a2e57c40cd2e9d765bf8b0a34d0

0a3517d8d382a0a45334009171e48114d395a22483b01f171f2c3d4a9cfdbfbf

Oafed8d1b7c36008de188¢c20d7f0e2283251a174261547aab7fb56e31d767666

0c2ffed470e954d2bf22807ba52c1ffd1ecce15779c0afdf15c292e3444cf674

0cf6399db55d40bc790a399c6bbded375f5a278dc57a143e4b21ea3f402f551f

0d5e3483299242bf504bd3780487f66f2ec4f48a7b38baabc6bc8balée4fb605

0eff3e8fd31f553c45ab82cc5d88d0105626d0597afa5897e78ee5a7e34f71b3

0f385cc69a93abeaf84994e7887cb173e889d309a515b55b2205805bdfe468a3

10a5612044599128981cb41d71d7390c15e7a2a0c2848ad751c3dalcbec510a2

141b2190f51397dbd0dfde0e3904b264c91b6f81febc823ff0c33da980b69944

"




P szl sFHE L Cuba

1807549af1c8fdc5b04c5641f4026e41790c554f339514d326f8b55¢ch7b9b4{79
1817cc163482eb21308adbd43fb6be57fcb5ff11fd740344469190bb48d8163b
188E66158E0F96AD1FFD3FO090E2570B8644CD80733C7AAFB931E893A4F280165
1b943afac4f476d523310b8e3afe7bca761b8cbaadea2b9f01237ca4652fc834
1d142c36c6cdd393fe543a6b7782f25a9cbafcal7alcfa0f3fc0f5a9431dbf3f
1f825ef9ff3e0bb80b7076ef19b837e927efea9db123d3b2b8ec15c¢8510da647¢37427feecce9ab8d43abff4a7367643ae39ce
40101fb3629cdb7d53c3af19dea2b6245a8d8aa9f28febd052bb9d792cfbefab
4306c5d152cdd86f3506f91633ef3ae7d8cf0dd25f3e37bec43423c4742f4c42
482b160ee2e8d94fabe4749f77e87da89c9658e7567459bc633d697430e3ad9a
4b5eefal727b97b6f773be3937a8cc390f0434ddc2f01dc24b68b690fafbcc93
54627975c0befee0075d6dala53af9403f047d9e367389e48ae0d25¢c2a7154bc
571f8db67d463ae80098edc7ala0cad59153ce6592e42d370a45df46f18a4ad8
5cd95b34782cabacf8a34d9dc184cb880a19b6edcaf4ad553fa0619b597¢c2f50
61971d3cbf88d6658e5209de443e212100afc8f033057d9a4e79000f6f0f7cc4
6396ea2ef48aa3d3a61fb2elca50ac3711c376ec2b67dbaf64eebad9f5dfa9df
672fb249e520f4496e72021f887f8bb86fec5604317d8af3f0800d49aa157be1l
6d5ca42906c60caa7d3e0564b011d20b87b175cbd9d44a96673b46a82b07df68
729950ce621a4bc6579957eabb3d1668498c805738ee5e83b74d5edaf2f4cb9e
74fbf3cc44dd070bd5cb87ca2eed03elbbeecdfec644a25621052f0a73abbe84

78¢e13d09d828fc8b06cf55f8247bac07379d0c8b8c8b1a6996c29163fa4b659

12
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79d6b1b6blecb446b0f49772bf4dab3fcec6f6bfc7c2e1f4924cb7acbb3b4f53
7a17f344d916f7f0272b9480336fb05d33147b8be2e71c3261ea30a32d73fecb
7e00bfb622072f53733074795ab581cf6d1a8b4fc269250919dda6350209913¢c
7e765942d89cd3bfacad1034cd959b8d741085bd8bcedbb741e15ed685227a5e
7f4bdf94a0e0457f41bdd1a8d8d9fc39fc383d3d0a331048828d391bbf727ale
81bdd622f0cb9d7e2ac5325a74606fa7818bd4205f37184ebab68cdcbe9694216
88d13669a994d2e04ec0a9940f07ab8aab8563eb845a9c13f2b0fec497df5b17
8a3d71c668574ad6e7406d3227babadc5a230dd3057edddc4d0ec5f8134d76¢3
8E64BACAF40110547B334EADCB0792BDC891D7AE298FBFFF1367125797B6036B
907f42a79192a016154111927fbb1e6f661f679d68947bddc714f5acc4aab6eb
944ee8789cc929d2efda5790669e5266fe80910cabf1050cbb3e57dc62de2040
952b34f6370294c5a0bb122febfaa80612fef1f32eddd48a3d0556c4286b7474
9882¢2f5a95d7680626470f6c0d3609c7590eb552065f81ab41ffe074ea74e82
92a1f37517458d635eae4f9b43cb4770880ealee171e7e4ad155bbdeeOcbe732
a7c207b9b83648f69d6387780b1168e2f1eabd23ae6e162dd700ae8112f8b96¢€206593d626e1f8b9c5d15b9b5ec16a298890e8bae61a232¢2104cbac8d51bdd
c385ef710cbdd8ba7759e084051f5742b6faB8abb65340a9795f48d0a425fec61
c4blf4elac9a28cc9e50195b29dde8bd54527abc7f4d16899f9f8315c852afd4
c646199a9799b6158de419b1b7e36b46c7b7413d6c35bfffacaa8700b2dcc427

d010fbb1afeb610338c49ae2425b6b7c4a9f4c469aedd096a15b32527565d7db




P misziesisoanZ S Cuba

db3b1f224aec1a7c58946d819d729d0903751d1867113aae5cca87e38c653cf4
€0d89c88378dcb1b6c9ce2d2820f8d773613402998b8dcdb024858010dec72ed
€35593fab92606448ac4cac6cd2bd6b4df5d7ab3b733badb9472994cf0e3d87d
e82cc49c03320a0fb6ec3512c0ca3332eb1b40070cc53a78bc80b77b4aba975¢
€942a8bcb3d4a6f6df6a6522e4d5c58d25cdbe369ecdal1356a66dacbd3945d30
ecefd9bb8b3783a81ab934b44eb3d84df5e58f0289f089ef6760264352cf878a
EEDC68C92C50BE88C5935651D6B772D4728C3566581BE1F24D4CE7EF63A76D2E
f1103e627311e73d5f29e877243e7ca203292f9419303c661aec57745eb4f26¢
538b035c3de87f9f8294bec272¢c1182f90832a4e86db1e47cbblab26c9f3a0b
5db51115fa0c910262828d0943171d640b4748e51c9a140d06ea81aebeal710
8144fa96c036a8204c7bc285e295f9cd2d1deb0379e39ee8a8414531104dc4a
f869e8fbd8aa1f037ad862cf6e8bbbf797{f49556fb100f2197bedee196a89ae

fd87¢ca28899823b37b2c239fbbd236¢555bcab7768d67203f86d37ede19dd975

103.114.163.197 171.25.193.9 204.13.164.118
103.27.203.197 185.153.199.164 209.76.253.84
104.217.8.100 185.153.199.169 212.192.241.230
107.189.10.143 185.153.199.176 213.32.39.43
108.170.31.115 190.114.254.116 216.45.55.3
128.31.0.34 192.137.100.96 216.45.55.30
128.31.0.39 192.137.100.98 217.79.43.148
131.188.40.189 192.137.101.205 222.252.53.33
141.98.87.124 192.137.101.46 23.227.197.229
144.172.83.13 193.23.244.244 23.227.198.246

149.255.35.131

193.34.167.17

31.184.192.44

154.35.175.225 194.109.206.212 31.44.184.82
157.245.70.127 195.54.160.149 37.120.193.123
159.203.70.39 199.58.81.140 37.120.247.39
37.44.253.21 45.86.162.34 84.17.52.135
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38.108.119.121
40.115.162.72
45.164.21.13

45.32.229.66

45.91.83.176

64.235.39.82

64.52.169.174

79.141.169.220

86.59.21.38

92.222.172.172

92.222.172.39

94.103.9.79

DOMAIN

irrislaha.com

leptengthinete.com

optasko.com

siagevewilin.com

surnbuithe.com

kurvalarva.com

CombinedResidency.org

EMAIL

admansmit001@protonmail.com
admin@cuba-supp.com
ad_default@protonmail.com
afts_agent@protonmail.com
cloudkey@cock.li

cuba _ support@exploit.im
dark_sysadmin@protonmail.ch
LR_FWS_H2M_ET@protonmail.ch
mail_supportRG@protonmail.com

mfra@cock.li

5.3 2EHEH

fedelsupportagent@cock.li

fiaadministrator@cock.li

frankstore@cock.li

helpadmini@protonmail.com

helpadmin2@cock.li

helpadmin2@protonmail.com

helpallen@cock.li

morebeerplease@cock.li

roselondon@cock.li

roselondon@protonmail.com

helpallen@protonmail.com

iracompi@protonmail.ch

iracomp2@protonmail.ch

iracomp3@protonmail.ch

iracomp@cock.li

ivantisupport@cock.li

logme@cock.li

system_admC@protonmail.com

under _ amur@protonmail.ch

under_amur@protonmail.ch

1. https://www.ic3.gov/Media/News/2021/211203-2.pdf

2. https://www.mandiant.com/resources/blog/unc2596—cuba-ransomware

3. https://unitd2.paloaltonetworks.com/cuba—ransomware—tropical-scorpius/

4. https://www.cisa.gov/uscert/ncas/alerts/aa22-335a

5. https://www.mcafee.com/enterprise/en—us/assets/reports/ro—cuba-ransomware.pdf
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